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“Cybersecurity issues in the Oil & Gas industry”
Cyber-physical systems (CPS) are physical and engineered systems that interact with the physical environment,
whose  operations  are  monitored,  coordinated,  controlled  and  integrated  by  information  and  communication
technologies.  These  systems  exist  everywhere  around  us,  and  range  in  size,  complexity  and  criticality,  from
embedded  systems  used  in  smart  vehicles,  to  SCADA  systems  in  smart  grids,  to  control  systems  in  water
distribution  systems,  to  smart  transportation  systems,  to  plant  control  systems,  engineering  workstations,
substation equipment, programmable logic controllers (PLCs), and other Industrial Control Systems (ICS). The oil
and gas industry is not an exception to the rule. Such systems are routinely used to monitor and control physical
processes in the oil and gas industry. Their role is the acquisition of data coming from processes (temperatures,
pressures,  valve positions,  tank levels,  chemical compositions,  flow demands, etc.),  human operators and the
direct  control  of  electric,  mechanical,  hydraulic  or  pneumatic  actuators.  Failure  of  such  systems  can  cause
production stoppages,  a  decrease  in  product  quality  or  even destruction of  infrastructure.  In  the past,  such
systems  were  isolated,  invisible  to  the  outside  world  and  using  proprietary  hardware,  software,  and
communication protocols. Today, these systems are increasingly being integrated into the enterprise IT systems;
this enhances the business intelligence capabilities of the enterprise, but there is a price to pay: these mission-
critical systems are now vulnerable to cyber attacks and must, therefore, be properly protected against those. This
talk will  address critical concerns and trends regarding cyber security for the oil  & gas industry, and will  also
discuss ways of addressing these concerns. 


